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 Summary: 

This Helpdesk answer focuses on the intersection of misinformation and disinformation with 

corruption and anti-corruption efforts in the private sector. The paper examines three key linkages 

between companies and misinformation: as consumers, producers, and targets. Companies face 

risks hindering their ability to comply with anti-corruption legislation and other business integrity 

standards when consuming mis(dis)information, particularly through breaches in open-source data 

and deepfakes. As producers, companies may engage in mis(dis)information through practices such 

as greenwashing and reputation laundering, facilitating bribery, fraud, money laundering, and other 

financial crimes. Additionally, companies can be targeted by mis(dis)information campaigns that 

falsely depict them as corrupt or non-compliant with regulations and business integrity standards. 

Caveat: 

This paper focuses on the linkages, risks, and responses related to misinformation, disinformation, 

corruption, and anti-corruption efforts in the private sector. However, it excludes media companies 

that host the platforms where a significant portion of mis(dis)information is disseminated. These 

companies play a substantially different role in this dynamic, with distinct risks and responses 

compared to the broader private sector, warranting a separate investigation. 
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Query 
How do disinformation, misinformation, and fake news risks affect 
companies, and what steps can they take to mitigate these risks, protect 
their reputation, and ensure regulatory compliance? Additionally, how 
are the EU and its member states addressing this issue? What is the link 
between these risks and compliance with anti-corruption, governance, 
and transparency regulations, and how might they impact the reputation 
of publicly traded companies? What strategies or initiatives can 
companies adopt to combat these risks? 

Main points 
 

 Misinformation refers to false information 
shared without intent to mislead or cause 
harm, whereas disinformation is shared 
with the intention to deceive. The term "fake 
news" is often used to refer to both. Studies 
show that false information is 70% more 
likely to be shared than the truth, making 
(mis)disinformation growing concerns in 
both the public and private sectors. 

 Compliance procedures, essential for 
companies to meet regulatory requirements 
and prevent corruption, rely heavily on 
accurate and reliable information. When 
misled by (mis)disinformation, companies 
may overlook corruption risks, exposing 
them to legal consequences such as fines 
or corporate liability, as well as significant 
business losses. 

 Companies may also be tempted to 
produce disinformation to improve their 
image through practices like greenwashing, 
or to enhance a client's image through 
reputation laundering. This type of 
corporate disinformation can enable 

corruption, money laundering, and other 
financial crimes. 

 While corruption appears in only a small 
fraction (less than 1%) of corporate fake 
news, (mis)disinformation about unethical 
lobbying and non-compliance with 
regulations accounts for almost 15% of the 
fake news targeting companies. 

 Companies can mitigate the risks of 
(mis)disinformation through capacity 
building (such as improving detection of 
false information), partnerships (with fact-
checking organisations or PR firms 
specialising in responding to 
misinformation), and strengthened 
internal procedures (like enhanced 
verification protocols). 

 Government responses to 
(mis)disinformation, such as the Digital 
Services Act in the EU, aim to create a 
cleaner information environment, reducing 
the risks for companies to consume, 
produce, or be targeted by corporate fake 
news. 
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Fake news, corruption and 
compliance in the private 
sector 

Misinformation, disinformation and corruption 

Manipulating information isn’t new—propaganda, conspiracy theories, baseless 
rumours, false advertising, and blatant lies have long been used to twist reality for 
political purposes, private gain, or geopolitical interests. But in the past decade, the 
emergence of terms like "fake news," misinformation, and disinformation has taken on 
new urgency. Social media’s algorithmic reach has supercharged the spread of these 
distortions, allowing them to travel faster and farther than ever before. The rapid 
development of generative artificial intelligence tools has further escalated the 
challenge by making it easier to create and spread disinformation that appears 
deceptively truthful. 
 
Fake news (also referred to as false, junk, or fabricated news) refers to news content 
published on the internet that aesthetically resembles legitimate mainstream news but 
is fabricated or extremely inaccurate (Pennycook & Rand 2020; 389). The term "fake 
news" is commonly used to denote both misinformation and disinformation (Aïmeur et 
al. 2023: 31). While misinformation refers to false information shared without intent to 
mislead, and disinformation is deliberately deceptive content, "fake news" often blurs 
these lines, as it is broadly applied to any kind of false information, whether intentional 
or not. The core concepts of misinformation, disinformation, and malinformation centre 
around two key features: authenticity and intent, with fake news often challenging both 
(Aïmeur et al. 2023: 30). 
 
While the formation of false beliefs stemming from fake news requires exposure to 
inaccurate information, access to high-quality information is not necessarily the 
primary factor in preventing such beliefs. False beliefs typically arise through the same 
psychological mechanisms that underpin accurate beliefs, making the process of belief 
formation susceptible to biases and cognitive shortcuts. When determining the truth of 
information, individuals often display a cognitive bias towards accepting the validity of 
what they encounter, relying on intuitive judgments or 'gut feelings' rather than engaging 
in deeper, critical thinking (Ecker et al. 2022; Lewandowsky et al. 2012; Cook, 
Lewandowsky & Ecker 2017).  
 
Misinformation refers to false information shared without the intention to mislead or 
cause harm. For example, the 2017 terror attack on the Champs-Élysées generated a 

https://pubmed.ncbi.nlm.nih.gov/33736957/
https://link.springer.com/article/10.1007/s13278-023-01028-5
https://link.springer.com/article/10.1007/s13278-023-01028-5
https://link.springer.com/article/10.1007/s13278-023-01028-5
https://www.nature.com/articles/s44159-021-00006-y#Sec2
https://journals.sagepub.com/doi/10.1177/1529100612451018
https://pubmed.ncbi.nlm.nih.gov/28475576/
https://pubmed.ncbi.nlm.nih.gov/28475576/
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great deal of misinformation on social media1, spreading unconfirmed information; 
however, there is no evidence that those sharing this information intended to cause 
harm (Seelow 2017). Disinformation involves false information created and shared with 
the intention to mislead. An example is the creation of a counterfeit version of the 
Belgian newspaper Le Soir during the 2017 French presidential elections, which falsely 
claimed that Emmanuel Macron was being funded by Saudi Arabia (EU vs DisInfo 2017). 
Malinformation is genuine information generated and shared with the intention to cause 
harm. In the same election, private emails from one candidate were selectively leaked 
to damage their campaign (Mohan 2017).  
 
While the internet and social media have had a democratising effect on access to and 
production of information (Wihbey 2014: 27), this digital environment has also 
accelerated the spread of misinformation and disinformation. A study by the MIT Media 
Lab found that lies disseminate ‘farther, faster, deeper, and more broadly than the 
truth,’ and falsehoods were ‘70% more likely to be retweeted than the truth’ (Vosoughi 
et al. 2018: 1).  User characteristics and network structure could not account for the 
difference in how truth and falsehood spread, leading researchers to identify novelty as 
the key factor. From both an informational and social perspective, human attention 
gravitates towards more novel content. The study found that, within a topic, tweets 
containing false information were significantly more novel than truthful ones across all 
novelty metrics, displaying markedly higher information uniqueness (Vosoughi et al. 
2018: 5). In addition to the novelty hypothesis, tools such as manufactured 
amplification, bot accounts, impersonation of reputable sources, micro-targeting, and 
deepfakes have further facilitated the spread of misinformation and disinformation 
(Colomina et al. 2021:16).  
 
The widespread dissemination of false information has far-reaching consequences. It 
can undermine core human rights, weaken institutions, and erode democratic 
processes. Disinformation and misinformation can confuse or manipulate citizens 
(Colomina et al 2021:11; Jones 2019; OSCE 2017) create distrust in international norms, 
institutions and policies (Bitiukova et al. 2019; Bontcheva & Posetti 2020: 19; 
Ognyanova et al. 2020: 4)  disrupt elections (PACE 2020; Bennett & Livingston 2018) or 
fuel disbelief in critical challenges such as climate change or health emergencies 
(Bontcheva & Posetti 2020: 19; Burki 2020).  
 
In the realm of anti-corruption, the falsehood found in disinformation and misinformation 
also presents a severe threat. One of the most damaging impacts is its ability to erode 
public trust in a free and independent press, a key institution for exposing corruption and 
holding governments accountable (Kossow 2018: 8). As misinformation and 
disinformation undermine the credibility of media outlets, their role as integrity pillars 
weakens, compromising their ability to uncover and report on corruption effectively. 
 

 
1 Following Carr & Hayes’s (2015) definition: Social media are any internet-based channels that allow 
users to opportunistically interact and selectively self-present, either in real-time or asynchronously, 
with both broad and narrow audiences who derive value from user-generated content and the 
perception of interaction with others. 

https://www.lemonde.fr/societe/article/2017/05/04/attentat-des-champs-elysees-le-role-trouble-des-reseaux-sociaux_5121945_3224.html
https://euvsdisinfo.eu/report/emmanuel-macrons-campaign-has-been-funded-by-saudi-arabia-since/
https://www.bbc.com/news/blogs-trending-39845105
https://shorensteincenter.org/wp-content/uploads/2014/06/d85-wihbey.pdf
https://ide.mit.edu/wp-content/uploads/2018/12/2017-IDE-Research-Brief-False-News.pdf
https://ide.mit.edu/wp-content/uploads/2018/12/2017-IDE-Research-Brief-False-News.pdf
https://ide.mit.edu/wp-content/uploads/2018/12/2017-IDE-Research-Brief-False-News.pdf
https://ide.mit.edu/wp-content/uploads/2018/12/2017-IDE-Research-Brief-False-News.pdf
https://www.europarl.europa.eu/RegData/etudes/STUD/2021/653635/EXPO_STU(2021)653635_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/STUD/2021/653635/EXPO_STU(2021)653635_EN.pdf
https://www.chathamhouse.org/sites/default/files/2019-11-05-Online-Disinformation-Human-Rights.pdf
https://www.osce.org/fom/302796
https://www.europarl.europa.eu/thinktank/en/document.html?reference=IPOL_STU(2019)608864
https://unesdoc.unesco.org/ark:/48223/pf0000379015
https://misinforeview.hks.harvard.edu/wp-content/uploads/2020/06/Misinformation-in-action-Ognyanova-et-al-2020.pdf
http://assembly.coe.int/nw/xml/XRef/Xref-XML2HTML-EN.asp?fileid=28598&lang=en
https://journals.sagepub.com/doi/abs/10.1177/0267323118760317
https://unesdoc.unesco.org/ark:/48223/pf0000379015
https://www.thelancet.com/action/showPdf?pii=S2589-7500%2820%2930227-2
https://knowledgehub.transparency.org/assets/uploads/helpdesk/Fake-news-2018.pdf
https://www.tandfonline.com/doi/full/10.1080/15456870.2015.972282?scroll=top&needAccess=true
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Public confidence in news organisations has declined sharply in recent years (Toff et al. 
2020; Newman et al. 2020; Fletcher 2020; Jurkowitz et al. 2020).  For instance, the 2023 
Gallup poll revealed that, for only the second time —the first being in 2022— the 
percentage of Americans with no confidence in the media surpassed those with a fair or 
great deal of trust (Brenan 2023). Fake news exacerbates this decline both directly—by 
accusing journalists of bias, complicity, or incompetence—and indirectly by spreading 
false narratives that contradict mainstream reports. Moreover, the growing presence of 
online misinformation mimicking legitimate journalism further complicates the media 
landscape, eroding trust in all news sources. Evidence suggests that exposure to 
misinformation2 in the month leading up to the 2018 election predicted a 5% decline in 
media trust among participants, regardless of political ideology (Ognyanova et al. 2020: 
3). 
 
Beyond the press, disinformation can damage the reputation of actors dedicated to 
combating corruption, such as anti-corruption bodies and civil society organisations. By 
casting doubt on the legitimacy of officials and activists within these groups, 
disinformation fosters an atmosphere of distrust and scepticism, which hinders their 
ability to act effectively (Kossow 2018: 8). For instance, the Ukrainian National Agency 
on Corruption Prevention (NACP) presented the results of its 2023 research, 
Identification and Analysis of Russian Information Threats on Corruption in the Ukrainian 
Media Space, which identified a systematic disinformation campaign by Russian 
accounts across multiple social media platforms. This campaign aimed at cultivating a 
narrative of pervasive corruption within the Ukrainian government, including the NACP, 
thus undermining its credibility (NACP 2024). 
 
Moreover, corrupt officials under investigation or facing allegations may exploit the term 
“fake news” to discredit valid reports of corruption. This tactic is often used to deflect 
attention and undermine trust in the sources of the information, rather than directly 
altering the public's broader understanding of truth. By casting doubt on credible 
reports, these officials seek to erode confidence in the media or investigative bodies, 
making it more challenging to hold them accountable (Kossow 2018: 9). For example, in 
2023, Libya faced unprecedented storms that, exacerbated by inadequate 
infrastructure renovation and abuse of construction permits, caused massive flooding 
in the city of Derna. In the aftermath of the disaster, reports highlighting the lack of 
effective crisis management, governmental negligence, and widespread corruption 
were published (Megerisi 2023). The non-partisan platform Tahara, dedicated to 
countering disinformation and hate speech, reported several attempts to undermine 
these corruption allegations by labelling them as fake (Jagemast 2023).  
 
Finally, misinformation and disinformation can shape the public agenda by trivialising or 
drowning out credible reports of corruption. In an information landscape where real 
news competes with false narratives, genuine efforts to hold governments accountable 
may lose their impact or go unnoticed altogether (Kossow 2018: 11). 

 
2 Fake news exposure was determined based on the browser history of participants. People were 
considered to be exposed if they had visited any of the sources in a list of domains categorized as fake 
news (Ognyanova et al. 2020:18).  

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3750935
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3750935
https://www.digitalnewsreport.org/survey/2020/
https://www.digitalnewsreport.org/publications/2020/trust-will-get-worse-gets-better/
https://www.journalism.org/2020/01/24/u-s-media-polarization-and-the-2020-election-a-nation-divided/
https://news.gallup.com/poll/512861/media-confidence-matches-2016-record-low.aspx
https://misinforeview.hks.harvard.edu/wp-content/uploads/2020/06/Misinformation-in-action-Ognyanova-et-al-2020.pdf
https://misinforeview.hks.harvard.edu/wp-content/uploads/2020/06/Misinformation-in-action-Ognyanova-et-al-2020.pdf
https://knowledgehub.transparency.org/assets/uploads/helpdesk/Fake-news-2018.pdf
https://nazk.gov.ua/en/news/corruption-is-in-the-focus-of-kremlin-s-information-operations-against-ukraine-results-of-a-study-of-disinformation-narratives/
https://knowledgehub.transparency.org/assets/uploads/helpdesk/Fake-news-2018.pdf
https://newlinesmag.com/argument/libyan-floods-reflect-a-river-of-corruption-and-negligence/
https://www.disorient.de/magazin/libya-darna-flood-fakenews
https://knowledgehub.transparency.org/assets/uploads/helpdesk/Fake-news-2018.pdf
https://misinforeview.hks.harvard.edu/wp-content/uploads/2020/06/Misinformation-in-action-Ognyanova-et-al-2020.pdf
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So far, most efforts connecting misinformation and disinformation with corruption have 
focused on the public sector. This Helpdesk answer shifts the focus to the intersection 
of disinformation and misinformation with instances of corruption and other integrity 
breaches, as well as their impact on anti-corruption efforts in the private sector. It 
explores three linkages: companies as consumers, producers, and targets of both 
misinformation and disinformation.  

Companies as consumers of misinformation and 

disinformation  

Compliance procedures are crucial for companies to meet regulatory requirements and 
prevent corruption. These procedures refer to the systems, processes, or departments 
within companies that ensure all legal, operational, and financial activities adhere to 
current laws, rules, regulations, standards, and public expectations (Transparency 
International 2015). In the context of corruption, compliance mechanisms focus on 
ensuring that private actors comply with anti-corruption legislation, transparency 
measures, and financial integrity protocols, while aligning with official policies to 
promote greater oversight, transparency, and accountability  (Albisu 2020: 2). 
 
These procedures rely heavily on accurate and reliable information for conducting risk 
assessments, vetting third parties, and understanding regulatory environments. 
However, when the information that companies depend on is compromised by 
misinformation or disinformation, their ability to ensure proper compliance is 
significantly undermined. For instance, disinformation campaigns may deliberately 
spread false narratives about a competitor's business practices, leading companies to 
misjudge the risks associated with partnerships or investments. In other cases, 
misleading information about regulatory changes can prompt firms to overlook critical 
compliance requirements, putting them at risk of penalties. Additionally, disinformation 
can obscure corruption risks by downplaying or exaggerating the integrity of potential 
partners. For example, if a company is misled to believe that a partner has a stellar 
reputation due to orchestrated disinformation, they may engage in business 
arrangements that expose them to ethical and legal risks. Such scenarios illustrate that 
the consequences of disinformation extend beyond fraud to include serious impacts on 
corporate governance and decision-making (Institute for Financial Integrity 2024; 
Hanley-Giersch & Brokes 2024; Mason & Oxnevad 2024; Petratos & Faccia 2023).  
 
The foundation of any well-designed compliance program lies in a company’s ability to 
identify, assess, and define its risk profile, as well as the extent to which the program 
allocates appropriate scrutiny and resources to the full spectrum of risks. A company’s 
risk assessment is influenced by factors such as the location of its operations, the 
industry sector, market competitiveness, regulatory landscape, potential clients and 
business partners, transactions with foreign governments, payments to foreign officials, 
use of third parties, and gifts, travel, entertainment expenses, and charitable or political 

https://www.transparency.org/en/glossary/term/compliance
https://www.transparency.org/en/glossary/term/compliance
https://knowledgehub.transparency.org/helpdesk/experiences-of-compliance-reviews-by-csos-lessons-learned-and-challenges
https://finintegrity.org/adverse-media-research/
https://berlinrisk.com/the-rise-of-disinformation-in-osint/
https://www.corporatecomplianceinsights.com/ai-disinformation-threat-companies/
https://link.springer.com/article/10.1007/s10479-023-05242-4#:~:text=Better%20quality%20information%20can%20reduce,on%20the%20quality%20of%20information.
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donations (US DOJ 2023: 3). When the information and data informing these 
assessments are compromised by misinformation or disinformation, risks may be 
downplayed, creating a false sense of security and leading companies to implement 
less stringent compliance controls.  
 
The distinction between disinformation and fraud is often tenuous. This ambiguity has 
led some legal scholars to advocate for the implementation of legal frameworks that 
treat disinformation as a form of fraud against the public. Such frameworks would hold 
perpetrators accountable for the harm caused by their deliberate spread of 
disinformation, making them liable to those adversely affected (Henriksen 2022). 
 
Another critical aspect of compliance vulnerable to misinformation or disinformation is 
customer due diligence (CDD) and know your customer (KYC) procedures (US DOJ 
2023: 7). Companies rely on these processes to vet potential partners, clients, and 
investments, often using external information sources such as news articles, reports, 
and online databases. When these sources contain inaccurate or misleading 
information—often spread intentionally by malicious actors or unintentionally through 
misinformation campaigns—it can compromise the integrity of these procedures. For 
instance, a company may unknowingly enter agreements with partners who have used 
disinformation to conceal corruption risks, leading to reputational harm and legal 
consequences. Additionally, disinformation can significantly impact supply chain 
management by obscuring the true practices and integrity of suppliers or 
subcontractors. Companies might rely on misleading information portraying suppliers 
as compliant and ethical, which could result in overlooked audits or inadequate 
monitoring (Petratos & Faccia 2023).  
 
Finally, being exposed to disinformation can distort a company’s ability to assess its 
compliance with regulations. For example, in 2018, a forged U.S. Department of 
Defence memo falsely claimed that a semiconductor giant’s planned acquisition of 
another tech company violated regulations and raised national security concerns. This 
fake memo not only caused the stock prices of both companies to drop, but also led to 
a temporary halt in their merger discussions (Reuters 2018). 
 
A considerable portion of a company’s compliance procedures often depends on open-
source information, with open-source intelligence (OSINT) emerging as a vital tool in 
modern compliance processes. OSINT involves the systematic collection and analysis 
of publicly available information from diverse sources, such as online platforms, media 
outlets, government records, and regulatory databases. This wealth of data serves as a 
valuable resource for organisations seeking to enhance their anti-corruption 
compliance efforts, for example, by analysing ownership and corporate structures, 
screening politically exposed persons, monitoring transaction anomalies, and 
identifying corruption indicators in the media (Khavanov 2024).  While OSINT can be a 
tool to address mis- and disinformation itself (Innes & Dawson 2023), its open-source 
nature also makes it vulnerable to misinformation or disinformation (Kemsley, Corbett & 
Cooke 2024).  
 

https://www.justice.gov/criminal/criminal-fraud/page/file/937501/dl
https://scholar.google.com/citations?view_op=view_citation&hl=en&user=-reS5c4AAAAJ&citation_for_view=-reS5c4AAAAJ:Y0pCki6q_DkC
https://www.justice.gov/criminal/criminal-fraud/page/file/937501/dl
https://www.justice.gov/criminal/criminal-fraud/page/file/937501/dl
https://link.springer.com/article/10.1007/s10479-023-05242-4#:~:text=Better%20quality%20information%20can%20reduce,on%20the%20quality%20of%20information.
https://www.reuters.com/article/world/pentagon-says-memo-asking-for-broadcom-ca-deal-review-is-likely-fake-idUSKCN1MK2RJ/
https://www.linkedin.com/pulse/utilizing-osint-enhanced-anti-corruption-compliance-khavanov-phd-zf5jf
https://crestresearch.ac.uk/comment/osint-vs-disinformation-the-information-threats-arms-race/
https://podcast.janes.com/public/68/The-World-of-Intelligence-50487d09/0e0a9a26
https://podcast.janes.com/public/68/The-World-of-Intelligence-50487d09/0e0a9a26
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The risk of companies falling for disinformation is exacerbated by the rise of 
disinformation-as-a-service (DaaS) models, which are tailored to create faux social 
media identities (Bank of America, 2023a: 2). These identities can be used to either 
enhance a reputation through fake reviews, testimonials, and news stories, or to 
damage it using the same tactics. DaaS can target both individuals and organisations, 
often at a relatively low cost, ranging from under $100 to $100,000 (Bank of America, 
2023a: 2). DaaS can produce and disseminate disinformation through various channels, 
the most common being social media—via posts or fake accounts—as well as through 
proxy or fake websites designed to obscure the source of the content or to drive page 
views. Additionally, DaaS can leverage tools such as content farms and botnets. 
Content farms generate large volumes of low-quality web content aimed at search 
engine optimisation (SEO) to achieve higher rankings in search results. Botnets consist 
of networks of computers infected with malware and controlled by a single entity, 
enabling coordinated actions that amplify disinformation on a massive scale (Bank of 
America, 2023a: 2).  
 
Another growing concern in the realm of compliance is the use of deepfakes to facilitate 
corrupt or criminal activities by falsifying online identities and bypassing KYC 
mechanisms (Europol 2022: 10).  Deepfakes—comprising videos, audio, photos, and 
text created using artificial intelligence—are extremely difficult to differentiate from 
authentic media (Bank of America, 2023b: 3). Current KYC verification methods include 
taking a selfie while holding a handwritten sign with the current date, snapping a photo 
of the user’s driver’s licence or other government ID, and recording a live video where 
users answer security questions to confirm their identity and “liveness.” However, all of 
these mechanisms can now be easily circumvented by generative AI. OnlyFake, an AI 
service that creates fake IDs, has reportedly passed stringent KYC checks on major 
cryptocurrency exchanges such as Binance and Coinbase. These fake IDs, generated 
using neural networks, can be purchased for as little as $15 (Ho 2024).  

 
Deep fakes can also be used to compromise the business identity of employees of a 
company (BIC). BIC uses deepfake technology to create synthetic corporate personas 
or imitate existing employees, often posing as a well-known, high-ranking professional 
in the organisation. In 2020, threat actors used an audio deepfake of the director of a 
Hong Kong bank to siphon off  $35 million, the largest publicly disclosed amount lost to 
inauthentic content yet (Bank of America 2023b: 3).  

Risk 

The primary risk for companies falling victim to misinformation or disinformation in their 
compliance procedures is the failure to adhere with anti-corruption safeguards and 
anti-money laundering regulations. Such failures not only diminish a company’s 
corporate social responsibility—the duty to act in the best interest of not just their 
business but also people, the planet, and society at large—but also adversely affect 
their operations. Substantial evidence shows that combating corruption is not only an 
ethical imperative but also makes sound business sense (Bbaale & Okumu 2018; 
DeRosa, Gooroochurn & Holger 2015; Dutta & Sobel 2016; Martins, Cerdeira & Teixeira 

https://business.bofa.com/content/dam/flagship/global-transaction-services/misinformation/Misinformation.pdf
https://business.bofa.com/content/dam/flagship/global-transaction-services/misinformation/Misinformation.pdf
https://business.bofa.com/content/dam/flagship/global-transaction-services/misinformation/Misinformation.pdf
https://business.bofa.com/content/dam/flagship/global-transaction-services/misinformation/Misinformation.pdf
https://business.bofa.com/content/dam/flagship/global-transaction-services/misinformation/Misinformation.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Europol_Innovation_Lab_Facing_Reality_Law_Enforcement_And_The_Challenge_Of_Deepfakes.pdf
https://business.bofa.com/content/dam/flagship/global-transaction-services/cyber-security-journal/deepfakes-business-risks/Deepfakes.pdf
https://www.forbes.com/sites/digital-assets/2024/07/06/ai-and-blockchain-synergies-mitigate-risk-of-deepfakes-in-kyc/
https://business.bofa.com/content/dam/flagship/global-transaction-services/cyber-security-journal/deepfakes-business-risks/Deepfakes.pdf
https://www.emerald.com/insight/content/doi/10.1108/WJEMSD-10-2017-0067/full/html
https://www.degruyter.com/document/doi/10.1515/jbnst-2015-0203/html
https://link.springer.com/article/10.1007/s11187-016-9728-7#citeas
https://onlinelibrary.wiley.com/doi/abs/10.1111/twec.12966
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2020; Serafeim 2014; Va Vu et al. 2018; Wang 2021; Wegner, Schöberlein & Biermann 
2013: 64). Conversely, a poorly executed anti-corruption ethics and compliance 
programme can lead to significant losses over time, ultimately damaging a company's 
reputation, eroding stakeholder trust, and compromising overall operational 
effectiveness (UNODC 2013: 10). 

Legal risks 

First and foremost, companies that consume disinformation or misinformation as part 
of their compliance procedures risk breaking the law by engaging in acts of corruption, 
money laundering, or other financial crimes. Such actions carry severe legal 
consequences, ranging from substantial economic penalties to corporate criminal 
liability. The legal framework underpinning these obligations varies across jurisdictions 
but is established by a range of relevant legislation. For example, the U.S. Foreign 
Corrupt Practices Act (FCPA), the UK’s Economic Crime and Corporate Transparency 
Act (ECCTA), and the EU’s Sixth Anti-Money Laundering Directive (6AMLD), along with 
the Directive on Corporate Sustainability Due Diligence (CS3D), each impose stringent 
compliance requirements that companies must navigate carefully. 
 
The robustness of compliance mechanisms is particularly critical under certain 
legislations. For instance, under the UK’s 2023 ECCTA, the failure-to-prevent model of 
liability—similar to strict criminal liability—does not require intent on the part of the 
company for a guilty finding. If procedures are deemed "inadequate" or "unreasonable," 
potentially due to reliance on false information, senior management may be held liable 
in cases of fraud, bribery, or other economic crimes (Randhawa et al., 2023). 

Business risks  

An ill-informed compliance strategy can lead companies to incur unnecessary costs. A 
substantial body of evidence makes a strong business case for complying with anti-
corruption regulations (Bbaale & Okumu 2018; DeRosa, Gooroochurn & Holger 2015; 
Dutta & Sobel 2016; Martins, Cerdeira & Teixeira 2020;  Serafeim 2014; Va Vu et al. 2018; 
Wang 2021). Engaging in corruption is costly for companies. For instance, based on a 
sample of 21,250 firms located in 117 emerging and developing countries, and using 
instrumental variable estimations, researchers found that regardless of the proxy used 
for corruption and firm performance, the former clearly harms the latter (Martins, 
Cerdeira & Teixeira 2020). An OECD study (2014: 8) further reports that bribery, along 
with the protracted negotiations often involved, raises business costs. Bribes amount to 
an average of 10.9% of the value of a transaction and a staggering 34.5% of profits.  
 
When corruption is detected, penalties add substantial costs to the initial expense of 
bribery. In the EU, for example, the Council has recently agreed on its position for an EU 
law that could impose significant penalties on legal entities, such as companies, found 
guilty of corruption offences. These penalties could include fines ranging from 3% to 5% 
of the company’s total worldwide turnover or, alternatively, fines of at least €24 to €40 
million, depending on the severity of the offence (Council of the EU 2024). 
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Beyond direct financial costs, deficient anti-corruption compliance mechanisms can 
lead to significant indirect costs. "Cleanup" costs such as attorney fees, audits, and 
investigations—as well as the expense of remedial actions—can run into millions and 
have a severe impact on a company’s financial performance. Long-term indirect costs 
for failing to comply with anti-corruption measures include the loss of shareholder and 
investor confidence, reduced access to capital, reputational damage, and lower staff 
morale (Jenkins 2018: 8).  For example, one study found that the stock prices of firms 
prosecuted for foreign bribery dropped by an average of 3.11% on the first day and by 
8.98% over the course of an enforcement action (Karpoff, Lee & Martin 2013).  

Response 

Countering the consumption of misinformation and disinformation relies heavily on the 
ability to accurately identify it. However, recent evidence from the OECD indicates that 
the perceived ability to detect false or misleading content online is often uncorrelated 
with the actual skill to do so. In fact, respondents in a study correctly identified true and 
false content only 60% of the time, with true claims proving more difficult to detect than 
false ones (OECD, 2024). To address this gap, companies can adopt a range of 
strategies, from training employees to investing in technological tools that automate the 
detection of misinformation and disinformation to some degree. Examples of such tools 
include Google's Fact Check Explorer, which helps users verify claims against a 
database of fact-checked articles, and ClaimReview, which allows organizations to tag 
their fact-checked claims for easier identification online. Additionally, platforms like 
Media Bias/Fact Check and NewsGuard provide evaluations of news sources' 
credibility, enabling companies to make informed decisions about the information they 
consume and share. 

Trainings for compliance officers  

Compliance officers and other employees in charge of anticorruption procedures 
should be well informed about the risks associated with misinformation and 
disinformation regarding their work. In addition to raising awareness, companies can 
invest into building the capacity to accurately detect fake news and other types of 
misinformation and disinformation (Mason & Oxnevad 2024). As deepfakes evolve, it 
will become increasingly difficult to distinguish them from authentic media. However, 
synthetic media created with rudimentary deepfake technology or by threat actors with 
lesser skills can still be detected by humans. Training in deepfake detection can 
improve the likelihood that employees will catch attempts before they cause harm 
(Bank of America 2023b: 5).  

Uphold cyber security best practices  

Strengthening cybersecurity measures is essential in combating disinformation, which 
has consistently proven to be a pervasive threat in the digital space. The spread and 
persistence of disinformation, especially on social media platforms, present one of the 

https://knowledgehub.transparency.org/helpdesk/the-relationship-between-business-integrity-and-commercial-success
https://www.researchgate.net/publication/228198601_The_Impact_of_Anti-Bribery_Enforcement_Actions_on_Targeted_Firms
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https://www.claimreviewproject.com/
https://mediabiasfactcheck.com/
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Fake news, corruption and compliance in the private sector 
12 

 

 

most challenging threats for both users and content administrators alike (Caramancion 
2020). Foundational security policies should be well understood by all employees, 
including the importance of scrutinising suspicious communications and verifying their 
authenticity through secondary channels. Employees should be encouraged to pause 
and raise concerns to validate potentially false communications, particularly those 
requesting sensitive information or payments outside standard procedures. Positive 
reinforcement should also be provided when employees successfully identify false 
information and prevent losses (Bank of America, 2023b: 4). 
 
Companies can also leverage the core features of blockchain technology—
decentralisation, immutability, and rule-based consensus—to strengthen identity 
verification and fraud detection processes. Blockchain’s decentralised nature, where 
data is distributed across a network of nodes, ensures that unauthorised changes are 
extremely difficult, as any modification would require the consensus of the majority of 
nodes. Moreover, because blockchain records are immutable, once a transaction or 
piece of information is recorded, it cannot be altered without leaving a trace, adding a 
layer of trust and transparency (Dai, Wang & Vasarhelyi 2017). 
 
This same technology could be applied to certifying the authenticity of information. By 
using blockchain to record and track the origin and verification of data, companies 
could consume information that is certified as authentic and traceable. Blockchain can 
provide a verifiable chain of custody for information, ensuring that any content shared 
or used by a company can be traced back to its source and validated for accuracy. 
Cryptographic hashing can create unique digital signatures for information, flagging any 
tampering and ensuring its integrity (Ho 2024; Petratos & Faccia 2023).  This approach 
would help companies ensure that the data they rely on is credible, thereby reducing 
the risk of falling victim to misinformation or disinformation. 

Companies as producers of disinformation  

Companies can enable corrupt behaviour by producing disinformation, either about 
themselves or others, for commercial or financial purposes. For companies, there's a 
temptation to stretch the truth or make exaggerated claims to hit financial targets and 
metrics. The line between persuasion and deception can be thin for companies 
regarding their products or services, but it is perhaps more problematic when it pertains 
to their compliance efforts (Leighton 2023).  
 
One common example is “greenwashing”, where companies exaggerate or falsify 
claims about their environmental, social and governance (ESG) practices to appear 
more climate and environment-friendly. Companies that engage in greenwashing try to 
present themselves as sustainable, often with targeted advertising and PR campaigns, 
instead of actually setting sustainable priorities (Lescher 2023). Some scholars have 
labelled this behaviour as a type of corporate disinformation as there are reputational 
and financial incentives for companies to profit from the spread of this false information 
(Naderer, Martens & Schmuck 2017; Naderer & Opree 2021; Medeiros et al. 2024). By 
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https://ieeexplore.ieee.org/abstract/document/9092330
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https://scholars.csus.edu/esploro/outputs/journalArticle/Blockchain-An-Emerging-Solution-for-Fraud/99257880241701671
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manipulating narratives around their sustainability efforts, companies can avoid 
scrutiny and deflect accountability, all while reaping the benefits, such as their 
inclusion in sustainable investment funds, of a green reputation without genuine effort 
toward environmental responsibility  (de Freitas Netto et al. 2020; Laufer 2003; Naderer, 
Martens & Schmuck 2017). A similar phenomenon, often described as “Bluewashing”, 
is companies producing disinformation strategically to avoid or misrepresent corporate 
social responsibility (CSR) commitments (Bennet & Uldman 2024, McClimon 2022).  
 
The Volkswagen (VW) emissions scandal, also known as "Dieselgate," serves as a good 
example of corporate greenwashing as a disinformation strategy to evade regulation. In 
2015, it was revealed that VW had installed software in millions of diesel vehicles to 
cheat emissions tests, making the cars appear compliant with environmental standards 
when, in reality, they were emitting nitrogen oxides at up to 40 times the legal limit 
(Hotten 2015). This deliberate deception allowed VW to market these vehicles as “eco-
friendly” while sidestepping stricter regulations aimed at reducing pollution. The 
company’s disinformation campaign not only misled regulators and consumers but also 
distorted market competition, as it falsely portrayed itself as a leader in environmental 
innovation (Naderer, Martens & Schmuck 2017).  
 
In a joint working paper by Harvard University and the Algorithmic Transparency 
Institute, researchers conducted a textual and visual content analysis of 2,325 organic 
social media posts from 22 major European Union-based fossil fuel producers, car 
manufacturers, and airlines. The posts, shared on Facebook, Instagram, TikTok, Twitter, 
and YouTube during the summer of 2022, revealed that two-thirds of the social media 
content from oil and gas (72%), automotive (60%), and airline (60%) companies 
promoted a 'Green Innovation' narrative while giving less attention to their traditional 
‘business-as-usual’ operations. The ratio of 'green-to-dirty' communications in these 
industries—3-to-1 for oil and gas, 4-to-1 for automotive, and 1.2-to-1 for airlines—
misrepresents their current commitments to decarbonization, suggesting that at least 
some of this content constitutes greenwashing (Supran 2022: 3).  
 
Since the late 1980s, fossil fuel interests—including coal, oil, gas, utility, and car 
companies—supported by public relations firms, have waged a multi-decade, multi-
billion-dollar campaign of lobbying, disinformation, and propaganda aimed at 
sabotaging science, misleading the public, and undermining climate and clean energy 
policies (Bonneuil, Choquet & Franta 2021; Cook et al. 2019; Dunlop & MccCright 2011; 
Franta 2021; Supran & Oreskes 2021; Union of Concerned Scientist 2007;  Williams et 
al. 2022). The findings of this study add to a growing body of evidence showing how their 
tactics and rhetoric have evolved, shifting from blatant climate denial in newspapers 
and on television to more subtle disinformation on social media and through native 
advertising on news websites (Cahill 2017; Coan et al. 2021;  Lamb et al. 2020; Nisbet 
2009; Schneider et al.  2016).  
 
Reputation laundering is a growing industry of lawyers, accountants, public relations 
firms, and image consultants who guide and advise a variety of actors, including 
kleptocratic figures and corrupt politically exposed persons (PEPs), through a 
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rebranding process that often involves making large donations to charities, universities, 
and political parties; purchasing citizenship through golden visa schemes; inviting 
politicians onto their company boards; and placing flattering articles in high-profile 
publications (Wolcott 2022). While some may argue that these actions fall under 
legitimate public relations, the deliberate concealment of key information and the 
promotion of false or misleading narratives may qualify them as disinformation. 
Reputation launderers are not simply managing public perception—they actively distort 
the truth by omitting or downplaying corrupt or illegal behaviour while amplifying 
contrived narratives that mislead the public about the integrity of their clients. 
 
This is particularly concerning when the same firms are involved in controlling media 
outlets or lobbying to suppress negative coverage, further blurring the line between PR 
and disinformation. Unlike traditional PR, which seeks to enhance reputation based on 
a company’s genuine strengths, reputation laundering manufactures a false identity by 
selectively curating information that deceives the public and regulators. Moreover, 
these efforts create an illusion of credibility that can lead to real-world consequences, 
such as undermining due diligence processes and enabling corrupt actors to evade 
sanctions or legal scrutiny. This manipulation of facts can severely limit the 
effectiveness of compliance teams, making it difficult for companies and governments 
to identify the true risks associated with high-profile individuals (Prelec 2022 ; Wolcott 
2022). 
 
Companies can also use disinformation for commercial sabotage, spreading false 
information about competitors to undermine their reputation or market position.  For 
example, they might propagate misleading claims about a competitor's financial health, 
product safety, or ethical standards to damage trust and credibility. This form of 
disinformation can lead to significant financial losses for competitors while giving the 
disinformation producer an unfair edge in the marketplace. A study of Eastern European 
countries found cases of bribing journalists to publish fake news aimed at harming 
commercial rivals, paired with a second form of corruption, bribing public officials to 
manufacture legal proceedings against business competitors (Teichmann, Ruxandra & 
Sergei 2022). 

Risk 

Risk of Getting Caught 

The most immediate risk for companies producing disinformation is reputational 
damage if their actions are exposed. Companies caught engaging in disinformation—
whether through greenwashing, reputation laundering, or misleading attacks on 
competitors—risk losing the trust of key stakeholders such as investors, customers, 
and business partners. This erosion of trust can lead to financial losses, declining 
market share, and long-term harm to brand equity (Lescher & Kunzmann 2024).  
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Beyond reputational damage, companies engaging in disinformation may face legal 
liability, fines, and even imprisonment. Notable examples include Volkswagen, which 
was fined $34.69 billion for implementing software that falsified emissions data; Toyota, 
fined $180 million for delaying the submission of emissions-related reports; and DWS, 
fined $25 million for potentially marketing ESG funds as "greener" than they were in 
reality (Davison 2024) .In terms of personal liability, in 2017, the US  
Department of Justice arrested and indicted six Volkswagen executives in connection 
with  conspiracy to cheat U.S. emissions tests by making false representations to 
regulators and the public about the ability of VW’s supposedly “clean diesel” 
vehicles (US DOJ 2017).  
 
In 2023, the US Federal Trade Commission (FTC) updated its “Green Guides”, giving the 
agency stronger legal cases against polluters by clarifying when companies’ deceptive 
marketing around sustainability and environmental responsibility violates federal law. 
While the FTC lawsuits are few and far between, in some cases it has hit companies 
with millions of dollars in fines. In 2021, for example, it fined companies, including 
Walmart and Kohl’s, a combined $5.5 million for mislabelling rayon as “sustainable” 
bamboo (Perkins, 2023). 

Increased Financial Crime and Corruption Risks 

On a broader scale, companies producing disinformation can contribute to increased 
financial crimes such as money laundering, fraud, and corruption. Disinformation can 
be used to cover up illicit activities, obscure the true ownership of assets, or manipulate 
financial reporting, all of which can weaken anti-money laundering efforts. For instance, 
companies engaged in reputation laundering may facilitate or conceal the activities of 
corrupt actors, allowing them to sanitize illicit gains. This not only makes it harder for 
regulators to detect financial crime but also erodes the integrity of global financial 
systems, increasing systemic risk and making economies more vulnerable to corruption 
and fraud (Prelec 2022; Wolcott 2022). 

Increased Disorder in the Information Environment 

The spread of corporate disinformation adds to the growing problem of misinformation 
in the broader information ecosystem (Zhou et al. 2024). When companies contribute to 
an environment where truth and facts are increasingly difficult to distinguish from lies 
and manipulation, public trust in media, institutions, and even democratic processes 
can erode. The resulting information disorder can have far-reaching societal 
consequences, including the undermining of informed decision-making, increased 
polarization, and a general weakening of the social fabric. This instability makes it 
harder for regulators and institutions to maintain order and enforce laws, contributing to 
a more volatile business and political environment (Colima, Sanchez & Youngs 2021).  
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Response 

Addressing corporate disinformation requires a mix of regulation and internal efforts. 
Governments are introducing laws to ensure companies are held accountable for 
misleading information, while many businesses are adopting practices to promote 
transparency. 

EU regulatory efforts  

The European Union has been at the forefront of regulatory efforts to address 
disinformation, with the Digital Services Act (DSA) and the Digital Markets Act (DMA) 
serving as key pillars of its response. The DSA mandates that large online platforms 
enhance their content moderation practices, especially in identifying and removing 
illegal content such as disinformation. This creates a clear obligation for companies to 
ensure the integrity of their digital communications, as these platforms are now 
required to be more vigilant in tracking and flagging misleading corporate content. The 
DMA, meanwhile, targets the regulation of large digital gatekeepers, such as major tech 
companies, aiming to prevent them from engaging in unfair practices like spreading 
disinformation to favour their own products or manipulating market data. By promoting 
fairer competition and transparency in the digital sphere, the DMA seeks to limit the use 
of disinformation as a tool for commercial gain. Together, these EU regulations are 
designed to create a safer and more transparent online environment, imposing stricter 
legal consequences on companies that engage in or profit from disinformation (Colima, 
Sanchez & Youngs 2021). 

Regulation beyond the EU 

Outside the EU, other regions have also developed regulatory responses to combat 
disinformation, including corporate disinformation. In Australia, the Code of Practice on 
Disinformation and Misinformation promotes transparency and accountability by 
establishing standards for handling false information. Companies are encouraged to 
implement clear internal policies for identifying and responding to disinformation, 
including regular staff training on information integrity (Parliament of Australia 2023).  
 
Singapore’s Protection from Online Falsehoods and Manipulation Act (POFMA) goes 
further by allowing the government to issue takedown orders for disinformation, 
prompting companies to regularly audit the accuracy of their communications and 
establish rapid-response teams to address potential legal challenges (Zhi Han 2020). In 
Brazil, the Fake News Law emphasizes transparency on digital platforms, 
recommending that companies maintain detailed records of the sources of content 
they share, ensuring accountability in cases of disinformation dissemination (de los 
Santos 2023). The UK’s proposed Online Safety Bill provides further guidance, urging 
companies to adopt stricter content moderation systems and engage with independent 
fact-checkers to ensure that disinformation is swiftly detected and removed (UK 
Department for Science, Innovation and Technology 2024). 

https://www.europarl.europa.eu/RegData/etudes/STUD/2021/653635/EXPO_STU(2021)653635_EN.pdf
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Internal Corporate Governance and Best Practices 

To complement regulatory measures, companies should take proactive steps to 
strengthen internal governance and prevent the production or amplification of 
disinformation. Conducting regular internal audits and compliance monitoring of 
corporate communications and marketing strategies is essential for identifying risks 
early. Legal and compliance teams must be empowered to oversee all public messaging 
to ensure it adheres to legal standards and remains truthful. Transparency is key—
companies should openly share information about their operations, environmental 
impact, and financial performance to foster trust with stakeholders. Implementing 
robust corporate social responsibility (CSR) frameworks can further hold companies 
accountable to ethical standards, reducing the likelihood of engaging in reputation 
laundering, greenwashing, or other misleading practices. 
 
Furthermore, companies can enhance the credibility of their communications by 
collaborating with independent fact-checkers or adopting blockchain-based verification 
tools. Blockchain technology, with its decentralized and immutable ledger, can be used 
internally to ensure that once information is recorded, it remains unchanged and 
tamper-proof. This helps in maintaining the integrity of data shared with the public, 
providing an additional layer of verification that protects against both internal 
manipulation and external tampering (Davison 2024). 

Companies as targets of corporate fake news  

The third link does not position companies as either producers or consumers of 
misinformation or disinformation but rather as targets of corporate fake news. 
Corporate fake news can be a form of misinformation when it arises from a lack of intent 
to harm or deceive, often resulting from honest mistakes or negligence, such as an 
inaccurate product release leak. In contrast, more insidious forms of corporate fake 
news, forms of disinformation, are designed to deceive and harm by manipulating 
information—like a fabricated executive scandal—with the deliberate aim of misleading 
and misinforming the audience or customers. Additionally, malinformation campaigns, 
which aim to harm a company without intending to deceive, involve promoting factual 
but negative news, such as publicising layoffs, to inflict damage on a competing 
organisation (Park et al. 2020: 163).  
 
The threat of disinformation and misinformation manifests in various forms, utilising 
different media such as text, audio, or video. Disinformation agents may create fake 
social media accounts, deploy deceptive marketing on social platforms or search 
engines, or even produce synthetic media, including deepfakes. The motivation behind 
disinformation attacks can range from financial gain and disruption of competitive 
market dynamics to issue advocacy (PwC 2022).  
 
The content of corporate fake news can also cover a range of topics, including product 
quality, working conditions, and branding. However, it can also delve into areas such as 
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allegations of corruption, lack of business integrity, and failures to comply with 
regulations and other compliance norms. A study categorising corporate news affecting 
S&P 500 companies found that 9.9% of the total corporate fake news were related to 
lobbying, portraying companies as unfair; 4.4% were about regulation, characterising 
companies as unjust; and around 1% concerned corruption, labelling companies as 
harmful (Zhou et al. 2024: 5).   
 
In terms of the companies targeted, the same study found that those with higher public 
visibility and reputable news coverage, but lower stock valuations, are more frequently 
associated with fake news. Zhou et al. also observed a positive correlation between 
lower employee ratings and fake news centred around lobbying and regulation (Zhou et 
al. 2024: 7).  
 
As for the perpetrators of fake news, disinformation or misinformation campaigns can 
be launched by a variety of actors, including state entities, corporate competitors, or 
opportunistic individuals (PwC 2022). Another study focusing on S&P 500 companies 
revealed that fake news can originate from both external sources and internal 
employees attempting to apply pressure on the organisation. Interestingly, this study 
found no evidence supporting the notion that firms in highly competitive industries use 
fake news to defame their rivals (Xu 2021: 13). 
 
A study leveraging machine learning techniques mapped the geographic distribution of 
corporate fake news and found that such news is more likely to originate from countries 
other than where the targeted company is based. The study also revealed that corporate 
fake news tends to be more pronounced during periods of heightened geopolitical 
tension and is more likely to target strategic industries and firms operating in uncertain 
information environments. For U.S.-based companies, the countries identified as the 
biggest spreaders of corporate fake news—ranked by an adjusted measure comparing 
fake and non-fake news—were Oman, Jordan, Qatar, Morocco, and Lebanon 
(Darendeli, Sun & Peng Tay: 15).  

Risks 

Reputational risks  

Corporate fake news poses significant threats to companies, particularly in terms of 
brand reputation (Castellani & Berton 2017; Mut Camacho 2020; Di Domenico & 
Visentin 2020; Jahng 2021;  Mills & Robson 2019). A study of Spanish companies 
highlights this concern, revealing that 98% of professionals perceive misinformation as 
a brand threat, 86% consider it a corporate risk, and 80% had experienced a crisis 
caused by fake news targeting their company (Mut Camacho 2020: 26, 27, 32).  
 
Jahng finds that companies targeted by fake news unrelated to politics and policy (e.g., 
product quality) were more likely to be perceived as facing a severe reputational crisis 
than those targeted by political or policy-related fake news (e.g., allegations of 
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corruption or illegal political contributions). This may be due to increasing public 
awareness of the political motivations behind fake news and the different standards of 
responsibility consumers apply to companies versus politicians or government 
institutions. Consequently, consumers tend to overlook politically motivated corporate 
fake news when evaluating a company (Jahng 2021: 11). 
 
However, Jahng’s findings on perceived reputational crisis imply that consumers are 
able to identify politically or policy-related fake news, which is becoming increasingly 
difficult with the rise of generative artificial intelligence (Saab 2024: 3). If consumers fail 
to recognise fake news as false—whether related to politics, policy, or other issues—
politically motivated misinformation or disinformation could still escalate into a severe 
reputational crisis for companies. A 2018 Public Affairs study found that Americans 
considered political and policy-related controversies among the most serious crises for 
a company. Of all the crisis scenarios tested, illegal campaign contributions were rated 
the most serious, with 67% of respondents holding the least favourable view of the 
company involved (Public Affairs 2018: 5). Non-compliance with environmental laws 
also ranked among the top controversies for a company (Public Affairs 2018: 1).   
 
For example, JP Morgan experienced a two-month “misinformation shock” in late 2017, 
driven by a scandal alleging the company had transferred $875 million into a former 
Nigerian oil minister’s account, leading to a lawsuit from the Nigerian government. 
Despite the British High Court ruling in JP Morgan’s favour, the company’s external 
reputation score dropped by 2.7 standard deviations (Zhou et al. 2024: 9).   

Financial risks  

Corporate fake news also carries financial risks, affecting stock prices, market 
manipulation, sales decline, and share value loss (Castellani & Berton 2017; Kogan, 
Moskowitz, & Niessner 2019; Xu 2021; Zhou et al. 2024). According to a University of 
Baltimore study, online misinformation and disinformation cost the global economy an 
estimated $78 billion each year. The study found that most of the damage came through 
stock market losses stemming from financial disinformation campaigns. The 
proliferation of misinformation has also caused companies to increase spending on 
reputation management, brand safety, employee health and wellness, and crisis 
communication efforts (Cavazos 2019: 13). 
 
A quantitative study of S&P 500 companies documented a trend showing that when a 
company faces a critical mass of fake news, rather than a single instance or a fixed 
level, this accumulation can impact the company’s external reputation, internal 
employee stress, or even its stock valuation(Zhou et al. 2024: 8). For example, misleading 
tweets from Donald Trump caused significant stock market losses, including $1.2 billion for 
Toyota after he vowed to stop the company from moving operations to Mexico, where it 
already had a plant, and $1 billion for Boeing within minutes of his claim that the company's 
government contract costs were 'out of control' (Revesz, 2017). 
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Another S&P 500 study found a statistically significant average stock price drop of 
0.18% on the day fake news appears, with a 3.1% loss in market value over the three 
months following the event. This loss rises to 5.8% when comparing the three-month 
cumulative abnormal returns of targeted firms to those of fundamentally similar but 
unaffected firms. Interestingly, the study also recorded increased positive abnormal 
trading volume around the release of fake news, which may reflect investor 
disagreement—either due to different interpretations of the news or selective exposure 
to information through segregated online networks (Xu 2021: 4).  
 
These findings partially align with research on fake stock promotion articles, which 
showed an increase in trading volume and temporary price impact for smaller firms, 
though no such impact was observed for large firms  (Kogan, Moskowitz, & Niessner 
2019: 43) . More evidence from the financial sector estimates that financial advisors 
supplying false and misleading information are costing at least $17 billion in the US 
(Cavazos 2019: 13). 

Responses 

Corporate responses to disinformation campaigns must account for the particular 
characteristics of fake news that make it especially harmful. These include the difficulty 
in identifying the source of a fake news report, its heightened persuasiveness, and the 
increasing trend of information consumers forming opinions based on emotions rather 
than facts (Mill & Robson 2019: 3). These characteristics can be especially damaging to 
relationships with highly loyal customers, as the spread of disinformation can 
undermine trust, a challenge that could also be seen with earlier forms of 
misinformation. 
 

To effectively manage these threats, companies must adopt a proactive approach, 
assessing their specific vulnerabilities, monitoring digital channels for early signs of 
disinformation, fortifying their corporate brands against potential attacks and 
developing information recovery plans.  

Disinformation Risk Assessments 

Companies can set corporate structures through their chief risk officers, chief 
information security officers, chief data officers, or chief privacy officers, that 
proactively face disinformation, starting by assessing the specific informational risks 
they face. A comprehensive disinformation risk assessment should identify and quantify 
the primary disinformation actors, their methods, and the threats they pose, whether 
related to financial gain, competitive tactics, political messaging, or general disruption 
(PwC 2022). Additionally, if a company has ambitious corporate social responsibility 
goals and actions, it is essential to carefully evaluate their particular informational risk 
as preliminary trends show industries that focus on environmental, social, and 
governance (ESG) issues may become more targeted (Gorham, 2023).  
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Monitoring and leveraging social media 

Staying ahead of disinformation campaigns requires that companies continuously 
monitor social media channels. Companies can engage in third-party monitoring and 
sentiment analysis to gauge public discourse regarding their brand, products, and 
employees. This monitoring offers two key advantages. First, it enables real-time alerts 
to the company and crisis team upon detecting critical conversations or articles. 
Second, it facilitates in-depth analysis of the crisis's scope and impact across the web 
(Adriani, 2022).  
 
Companies should consider partnering with third-party consultants who specialise in 
reviewing social media for disinformation keywords and unsubstantiated mentions of 
the company name. Companies can also evaluate recurring to automation tools that 
use AI and machine learning to scan social media platforms for falsified information, or 
companies that evaluate unstructured data, such as video and audio manipulations 
(Bank of America 2023a: 5) 
 
Additionally, identifying influencers who may spread disinformation is crucial. 
Understanding who they are, who supports them, and their geographic locations 
enables companies to anticipate and mitigate potential threats. If influencers are 
unaware that the information is inaccurate, companies can attempt to cultivate 
relationships with them. Building a community of advocates and fostering a positive 
narrative around the brand empowers companies to combat disinformation more 
effectively before it gains traction (PwC 2022). 

Information to counter disinformation 

Companies must fortify their brands against disinformation by engaging in continuous, 
authentic communication with their customers, both through digital and traditional 
channels. Proactive engagement helps companies avoid the pitfalls of being caught off-
guard or responding defensively (PwC 2022).  When negative information arises, 
customers are more likely to seek clarification directly from the company, so 
organisations must be prepared to act swiftly in response to disinformation. One of the 
most well-established strategies companies can employ is the use of disclosures as 
rebuttal responses. Disclosures are effective tools for correcting misperceptions, 
mitigating damage, and restoring reputation (Chakravarthy et al. 2014; Lee et al. 2015).  
 
Research also suggests that, in the past years, that while corporate misinformation and 
disinformation has indeed driven strategic disclosure decisions (Langberg & 
Sivaramakrishnan 2008; Baloria & Heese 2018; Frenkel et al. 2020), this is not always 
the case. A quantitative study found that companies voluntarily respond to only 20% of 
the corporate fake news directed at them (Xu 2021). Believing that rational investors will 
not be swayed by misinformation, or that a response could inadvertently lend credibility 
to the false claims, might make companies hesitant to respond. However, the same 
study reveals that companies which respond to fake news reduce the likelihood of 
future attacks by approximately 19%. Additionally, firms that act swiftly—taking fewer 
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days to respond—significantly lessen the negative cumulative impact of fake news on 
their stock returns (Xu 2021: 17). 
 
To counter disinformation, businesses can engage with various initiatives that promote 
trustworthy sources and facilitate access to reliable media. The Ads for News coalition, 
led by Internews, encourages brands to advertise directly with reputable news outlets, 
thereby supporting quality journalism. Similarly, Trusted Media, launched by DPG Media 
in the Netherlands, connects advertisers with trustworthy news sources. The 
Journalism Trust Initiative helps identify credible news providers for advertisers, while 
the Check My Ads Institute holds ad tech companies like Google and Meta accountable 
for the content they promote. In the UK, the Ozone Project—a collaboration among 
News UK, Telegraph Media Group, and Guardian News and Media— offers an 
advertising platform that directs advertisers to quality environments through a single 
buying point. This initiative reported reaching 41.1 million consumers in 2018, equalling 
the audience sizes of Facebook and Google. Additionally, in Italy, CityNews, a local 
media network covering 53 cities, successfully increased its advertising revenue by 7% 
by prioritising local advertising, which is generally more resilient than national 
advertising (Brogi & Sjøvaag 2023: 23). By participating in these initiatives, businesses 
can strengthen their commitment to countering disinformation and promote a healthier 
media landscape. 

Developing a Disinformation Recovery Plan 

While there may be limited solutions for preventing or mitigating mis/disinformation, 
companies should focus on response techniques and develop a disinformation 
recovery plan that aligns with their existing incident and crisis management strategies. 
This plan should involve creating a comprehensive playbook that outlines response 
protocols for disinformation attacks, and should be regularly testing it through 
simulations and exercises (PwC 2022). Stakeholder analysis is a key component, 
identifying the groups that need to be communicated with during a disinformation event 
and ensuring clear accountability and message delivery. Companies should also craft 
narratives tailored to different types of attacks, with a focus on issues specific to their 
industry or geographic location. Finally, it is critical to establish a system that measures 
the effectiveness of the disinformation response, enabling companies to learn from 
each incident and better prepare for future threats. 
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